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Chapter 8 b Information Technology

8.1 Information Technology

The President or a designee shall develop and implement procedures to govern the use of
information technology and related equipment. Such procedures shall be reviewed by the
BRCC Technology Committee, approved by the Vice President for Technology and CIO, and
submitted to the PresidentOs Management Team forffial approval. Other operational
procedures, resources, forms, and other guidelines shall be made a part of the CollegeOs
Information Technology Users Handbook, which shall be kept current and posted to the BRCC
Web site.

Revised September 13, 2006

8.1.1 Information Technology - General

A. Handbook: The IT Department shall publish an Information Technology Users Handbook
(herein referred to as the ®landbookO) to help guide users of BRCC computers, related
computer equipment, and multimedia equipment. This document shall be available online
and shall be reviewed and revised at least once per year under the direction of the Vice
President for Technology and CIO.

B. Technology Facilities : BRCCOs technology facilities include desktop compters, lab
computers, laptop computers, servers, printers, telephones, fiber optic distribution
equipment, switches, routers, fax machines, pagers, distance learning equipment,
multifunction devices, audio-visual equipment, media production equipment,
telecommunications equipment, and network systems that support this equipment. This
equipment is maintained either by the Information Technologies Department (IT), the Media
Services Department (MS), or the Instructional Technologies and Distance Learning Support
Department (IT&DLS).

C. Multimedia Services: BRCCOs multimedia equipment includes multimedia cas, television
monitors, overhead and digital projectors, video cameras, digital cameras, sound
amplification equipment, auditorium sound and lighting equipment, and videoconferencing
equipment. This equipment is maintained by the Media Services Department.

D. BRCC Technology Committee: The BRCC Technology Committee will develop and update
the Technology Plan and advise in matters involving technology including: computer hardware
and software, distance learning, telecommunications, digital media, multimedia, and electronic
office equipment. (Ref. P&P Sec. 2.22.1 [J)]).
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. Off-campus Use of Technology Resources:  If available, portable equipment may be
checked out by BRCC faculty and staff for official use off-campus. Use of College
equipment by non-college entities is restricted; where such use is allowed, equipment
should be accompanied by a Blue Ridge Community College employee.

Printing and Copying: Users should not abuse printing privileges by printing extraneous
material. All work is performed in strict accordance with federal copyright laws and with
North Carolina General Statute G.S. 66-58(a) [sale of merchandise]. All printing and
copying will be charged to each program area at the current rate per copy available at the
Print Shop. Procedures regarding replacement printer toner cartridges and paper for
networked printers may be found in the Handbook.

. Technology Selection and Purchasing Policies: The BRCC IT Department will assist faculty
and staff in selecting the appropriate computer hardware, software, or telecommunications
equipment. The Director of Information Technology is responsible for final approval of the
technical standards and compatibility of all new equipment, hardware, and software, and
must approve all applicable purchase requisitions before approval by the President or
respective Vice President.

. Compatibility : The Director of Media Services is responsible for reviewing the technical
standards and compatibility of all new multimedia equipment and software, and will approve
all applicable purchase requisitions. The Director of Media Services will confer with the
Director of IT to ensure that new network and computing system software is compatible. All
such purchases shall be approved by the Vice President for Technology and CIO.

Ongoing Assessment of Information Technology Resour ces: The BRCC Technology
Committee will develop an annual survey of faculty, staff, and students. The survey will
incorporate selected questions based on student course evaluations and feedback received
routinely from students, faculty, and staff as part of the ongoing assessment process.
Results of the survey will be reported to the President of the College and the Management
Team each year and used to improve equipment, software, and support services.

BRCC Logo: BRCC owns all rights to its logo, seal, and other related materials. The
CollegeOs name or symbols may not be used in the prduction or marketing of items not
copyrighted or patented by the College.

. Use of Electronic Images: Blue Ridge Community College reserves the right to use
photographs, motion pictures, and electronic images of students and visitors who are age 18
or older with the following provisions:

1. Such photographs, pictures and images are taken on College property or at College-
sponsored events; and

2. The use of such photographs, pictures, and images is for marketing and promotional
purposes.
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Objection to the use of an individual's photograph in such a manner may be made in writing
to the Director of College and Public Relations.

Review of Procedures : All written procedures in this Chapter, all internal Information
Technology Department operating procedures, and all information technology-related
components in the BRCC Business Continuity Plan will be reviewed on no less than an
annual basis. Such review may be initiated by the Technology Committee and forwarded to
the Management Team for review and action no later than June of each year. Modifications
to procedures shall be documented.

. Vendors and Contractors:

The purpose of this subsection is to define procedures for allowing vendors and
contractors (herein referred to as vendors) access to BRCC Information Technology (IT)
resources, network systems, or computer systems. As a general principle, such access
will only be granted as required, will be extremely restrictive, and will be carefully
monitored.

This section applies to all persons or companies with whom the College has contracted
to provide a service involving IT resources including hardware, software, and operating
system vendors. Such service includes all of the IT tools and protocols used for network
and server management (e.g., computers, servers, routers, hubs, firewalls, switches,
and interconnecting cables).

Vendors must comply with all applicable BRCC policies and procedures including
established safety procedures. The Director of Information Technology will be
responsible for coordinating all work performed by vendors on any of the above
referenced systems and for providing the vendor with a BRCC IT staff member who will
be primary point of contact for the vendor.

Vendors shall not divulge, copy, release, loan, sell, review, alter, or destroy any college-
owned data, equipment, or software except as properly authorized by the College.
Vendors may be asked to sign a confidentiality statement prior to doing work for the
College.

To accomplish a given task, the vendor will be given the lowest security privilege
required. Generally, a vendor will not be given system administrator privileges or their
equivalent and such access will be granted for a defined and short duration, usually the
length of time required to address a specific support incident. If vendor is given access
to an account that is shared among IT staff, the password for the account will be
changed after the vendor completes the work. On completion of the task, access will be
disabled.
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6. Prior to granting vendor access for software installations or upgrades, the process will be
reviewed by the appropriate IT system administrator. After a vendor has installed or
upgraded a product or system, the responsible IT system administrator will review the
system to ensure that it is functioning properly. To the extent possible, the activities of a
vendor will be monitored by BRCC IT personnel.

7. Violations of any provisions of this policy will be dealt with in the same manner as with
other external vendors or contractors and may include denial of access to IT resources
or legal action.

Revised July 30, 2007

8.1.2 Network Accounts and Data

A. BRCC Net User Accounts: The IT Department maintains the BRCC'’s data network
known as the BRCC Net. User accounts (e.g., network, email, or web page) needed to
access the various areas of the network (email, student records, distance learning, etc.)
are issued to BRCC faculty, staff, and students based on their respective needs. Before
an account can be assigned, a user must complete a Technology Service Request
Form, which must be approved by his/her respective Vice President.

B. Sharing Accounts: Net user accounts are assigned for a single user. Sharing of
accounts is strictly prohibited.

C. Remote Access of Network Accounts: BRCC employees who are permitted to perform
their duties away from the designated workplace, such as a “work from home”
arrangement or working while on official travel, and using the BRCC network via a
personal computer, are subject to the same policies and procedures contained herein.

D. Data Storage and Back-up: All data stored on BRCC servers, BRCC desktop or laptop
computers, or BRCC data storage devices (diskettes, USB memory cards, CDs, etc.) are
the sole property of the College. Such ownership of data, however, shall not be
inconsistent with Sec. 8.1.7 [H] (intellectual property). No BRCC data designated for use
in the workplace may be stored on an employee’s personal (home) computer, on a
personal storage device, or on a PDA. The ultimate responsibility for safeguarding data
rests with the user. Data should be saved through proper archival procedures as
described in the Handbook.

E. Ownership of Data: Each employee must complete and sign an individual Technical
Service Request Form to request access to network accounts. Requests must be
approved by the supervising Vice President(s) responsible for maintaining that data.
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Changes in employee responsibilities or job status which will affect access to BRCC
data must be reported to the IT Director immediately.

F. Connections to BRCC Net by Students and Visitors: There may be occasions whereby a
student or visitor to the College is permitted to access the BRCC Net with their own
computer. In any such instance, all the procedures contained in this chapter are
applicable to that user and are posted in a location that can be viewed by the user.

G. Closing BRCC Net Accounts: BRCC Net accounts will remain active for only thirty (30)
days following an employee leaving the employment of the College. Formal notification
shall be made to the IT Department by the Human Resources Director immediately upon
an employeeOs termination. Employees who have Oadnistrative systems accountsO will
have those accounts disabled immediately upon notification of termination. It is the
responsibility of the departing employee to consult with their supervisor regarding such
leave and the disposition of all personal work files. Similarly, student accounts will be
closed after graduation or a lapse of thirty (30) days from the last date of enrollment.

H. Monitoring Accounts: IT Systems Administrators are charged with investigating policy
and procedure violations and suspected abuse of computing resources. When there is a
clear indication of a security breach, abnormal network or system performance, or a
reason to believe that a user has engaged or is engaging in unauthorized activities,
Systems Administrators may inspect program data files and may monitor network traffic,
including any personal equipment or device connected to the BRCC Net. Disciplinary
action will be taken if it is found that the account or any supporting equipment is used for
activities that violate any portion of this policy.

Revised January 29, 2008
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8.1.3 Computer Use

A. Computer and Technology Support: Maintenance of computers, networks, most

B.

communications equipment, and related software is the responsibility of the IT
Department through the IT Help Desk. Such service may include:

Installation of computer hardware and software

Writing specifications for new equipment

Initiating requisitions for new equipment and software

New account and account change requests

Hardware repair and upgrades

Telephone system support

Support of licensed software applications

System printing requests

Technology consultation services

Under no circumstances shall anyone not so authorized, attempt to repair any College-

owned equipment or install or remove software.

©CoNoO~WNE

Appropriate Use: College technology facilities and accounts are to be used for academic
research and instruction, electronic mail, Internet access, and for activities related to the
mission of the College.

Unauthorized Activities: Users should not assume that any use not listed is otherwise

excluded. Questions regarding whether a specific use is permitted should be referred to

the IT Director, Director of Media Services, or the Director of Instructional Technologies

and Distance Learning Support. The following are examples of unauthorized uses of the

BRCC Net or other BRCC resources:

1. Use of a BRCC net account by someone other than that individual (employee or
student) for whom the account is specifically designated

2. Giving unauthorized individuals access to net accounts

Interfering with the ability of other users to make effective use of BRCC computer,

network, or telecommunications services

Gaining illegal access to files

Creating computer worms or viruses or deliberately infecting College property

Using BRCC Net accounts, facilities, or equipment for personal use or profit

Use of chat rooms for non-College-related purposes

Interfering with the effective operation of the CollegeOs bandwidth capacity

Copying, providing, receiving, or using copyrighted material in violation of licensing

agreements

10. Sending unwanted, threatening, abusive, obscene or pornographic messages,
language, material, or files to others, including posting such on a web site or
otherwise displaying such. These actions may also be considered workplace
harassment (Ref. P&P Sec. 3.15.1).

11. Any illegal activity or unauthorized commercial activity

©oNo UM

BRCC divisions may have additional rules relative to computer or equipment use in their
respective areas. Users are expected to abide by such rules.
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. Violations: Violations of any procedures set forth herein will result in action being taken
by the College including: counseling on the proper use of technology resources,
temporary or permanent restriction of such use, or formal disciplinary action pursuant to
Policies and Procedures Section 3.10.1 [Disciplinary Action B Employees] and Section
4.15.1 [Discipline of Students]. Violations of North Carolina statutes dealing with
unlawful access or use of a computer may be referred to the State Attorney GeneralOs
Office for investigation and/or prosecution. Similarly, violations of 18 U.S.C. Sec. 1030
(Federal laws dealing with unlawful access to or use of a computer) may be referred to
the FBI.

. Abuse, damage, and theft: Any employee or student who willfully abuses, damages,
steals, or otherwise renders inoperable any BRCC computer, multimedia or related
equipment, network or software, or uses such items for illegal purposes, will be
disciplined under the Policies and Procedures Sections 3.10 (employees) or 4.15.1
(students) as applicable. For the purposes of this section, computer software and digital
media are also considered to be property.

Software Installation: Only software owned and licensed by BRCC or software which
carries a public license, may be installed on College computers. Only IT staff may install
such software. Demonstration software downloaded from the Internet will be allowed
only on employee or classroom presentation computers and must be removed by IT staff
after the demonstration is complete.

. Use of Licensed Software: BRCCOs IT Department sht physically hold all the BRCC
software licenses. Licensed software may not be duplicated unless the license explicitly
permits duplication. Copying such software to a disk or to an unauthorized machine is a
violation of BRCC policy as well as a violation of various state and federal laws. Where
possible, updates of all licensed software will be made available from the IT staff.

. Software Use Permission Statement (BRCC-produced Software): The following
permission statement should be posted (1) whenever a student, faculty member, or staff
member makes software available for distribution; (2) when the software is produced
with the financial underwriting of the College or with financial underwriting secured
through the College; or (3) when the software is intended for use by non-profit, public
educational institutions:

"This software is provided free for use by public, non-profit educational
institutions. Making copies of this software is permitted for use by such an
institution and its employees for work-related purposes. Making copies for
personal use or for profit-making purposes is expressly prohibited. Editing by any
means mechanical or electronic is expressly prohibited. Specifically, this means
that in downloading this software you agree not to modify, adapt, translate,
reverse engineer, decompile, disassemble, or otherwise attempt to discover the
source code of the software."
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I.  Bandwidth Capacity: Bandwidth capacity is the ability to transmit data from one
computer to another within a network, to the Internet, or from the Internet. Users should
understand that abuse of the network may compromise the systemOs resources. Using
the Internet for receiving radio broadcasts or streaming media, downloading files or
sending large files may be detrimental to the network; therefore, such activities should
only be for institutional purposes. Users should consult the IT Helpdesk for guidance in
these areas and what constitutes an inordinate use of bandwidth.

J. Public Access Facilities and Designated Open Labs: Public Access computer
workstations in the BRCC Library are available to students, faculty, staff, and visitors for
the purposes of conducting educational research or doing course work. All rules
regarding the use of BRCC computers and use of the Internet contained herein shall
also apply to public access computers. An abbreviated set of such rules shall be posted
in full view of each public access computer and such rules shall direct users to the
location of the expanded computer policies and procedures and shall also contain
information regarding saving files, printing guidelines, priority of use, etc. Visitors will be
charged for all printing from BRCC computers.

K. Library Staff: Only Library staff members or lab assistants shall have access to visitor
account user names and passwords.

L. Form Required: All eligible individuals who wish to use the computer facilities are
required to complete a User Agreement Form.

M. Teaching Labs: Teaching computer labs are not considered open access labs and are
not intended to be used by students beyond the requirements set by the classroom
instructor, who shall be responsible for securing the classroom when the class is over.

Revised October 2, 2006
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8.1.4 Electronic Mail

. Electronic Mail (email) Is Property of the College: Users should be aware that email is not
private or secure. BRCC users who access their BRCC email accounts or network accounts
from personal computers or from a non-BRCC computer are still subject to the same policies
and procedures contained herein. Any email correspondence generated by or received by a
BRCC computer is the property of the College and is subject to the North Carolina Public
Records Law and may be disclosed to third parties (Ref. NC G.S. Ch. 132).

. Signature: Each BRCC user shall use a common email signature block which shall consist
ONLY of: Name and title of user; name and address of the college; web site address (URL);
userOs telephone number (fax number is optional); RCC Mission Statement; and the
following statement: OEmail correspondence to and from this address issubject to the North
Carolina Public Records Law (NCGS.Ch.132).0The use of any supplementary signature
text, such as a quotation, shall not be part of the email signature block.

. Student Email: Student email is considered to be an official means of communication

between a student and the College. Student email is an official account of BRCC. It is the
property of the College and should be used only for institutional purposes. When a student
first enrolls in any curriculum course, he/she will be issued a free student e-mail account.
Instructions on how to log in to the network and obtain passwords, etc. may obtained from
the studentOs faculty advisor, the BRCC CashierOsffixe, or the Division of Student Services.
BRCC online students must activate their BRCC e-mail accounts as soon as possible
following registration for classes. Each student receiving an email account must agree to
the BRCC Student E-mail Acceptable Use Policy.

. Use of Listservs: Users may participate in discussions that take place on work-related or
professional mailing lists or Olistservs,O but sucitems should be deleted as soon as no
longer needed. Upon leaving the employment of the College, users should also
unsubscribe from all such lists. Addition or removal from official lists or groups which are a
part of the community collegeOs email system shalbe handled through the System
Administrator.

Retention of Email:

1. Email is simply a method of communicating information and does not in and of itself
constitute a public record under the North Carolina Public Records Act (NCGS 132-1);
however, information transmitted by email may become a public record if it meets the
definition in the Act, i.e., if it is information made or received in the transaction of College
business. In such cases, it MAY NOT be deleted except in accordance with the Public
Records, Retention, and Disposition Schedule published by the North Carolina
Department of Community Colleges and with the provisions provided herein.
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2. Types of Email Messages. The content of the email message determines its retention
requirement. For public records retention purposes, email messages generally fall into
the following two categories:

a.

Email of Limited or Transitory Value. Some email is of limited or transitory value.
Examples of such are as follows:

Messages seeking dates for meetings or reservations and confirmations.
Personal messages (including electronic mail) not related to official business.
Preliminary drafts of documents superseded by final drafts of the records.
Documents downloaded from the World Wide Web or by file transfer protocol not
used in the transaction of business.

Records that do not contain information necessary to conduct official business,
meet statutory obligations, carry out administrative functions, or meet
organizational objectives.

KK K K

#

Such messages may be deleted as soon as they no longer serve an administrative
purpose.

Email Containing Information Having Lasting Value. Such email may be used to
transmit records having lasting value. For example, email about interpretations of
BRCC policies or procedures may be the only record of that subject matter. Such
records should be transferred to another medium and appropriately filed, thus
permitting email records to be purged at regular intervals.

3. Legal Custodian of Email. The legal custodian (email account holder) is responsible for
managing email retention.

a.

The legal custodian of an email message is the person responsible for ensuring
compliance with the Public Records Act and this will normally be the originator if that
person is an employee of the College; otherwise, it will be the individual to whom the
message is addressed once the message is received. Email attachments are
considered an integral part of such messages.

The legal custodian is also responsible for preserving public records including
records subject to deletion because of account closure. If the legal custodian of the
email leaves employment, it is the responsibility of the supervisor to ensure that any
email remaining on the computer is retained or disposed of in compliance with this
regulation.

4. Any records that are subject to audit proceedings or that relate to pending or probable
litigation must be retained until the conclusion of the audit or litigation, regardless of what
is stated in an approved disposition schedule.
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5. Any record may be retained longer than the period stated in the disposition schedule, in
the discretion of the custodian.

6. The College periodically backs up files residing on system servers, however, this is not
intended to be for archival purposes or to meet the requirements of the Public Records
Act, but is done as a safety measure in case of system failure or the purposeful
destruction of user files. The legal responsibility for retention and archiving rests in the
legal custodian and not the system administrator.

7. The legal custodian is responsible for managing email retention without regard to
allocated file storage capacity. Questions regarding storage capacity (ref. paragraph No.
8 below) should be resolved with the System Administrator.

8. Storage of Email. The subject email should be stored in a network storage device so that
it may be archived according to its content definition under the NCCCS Public Records,
Retention, and Disposition Schedule. If a user's mailbox exceeds the threshold for data
storage set by the IT Department, the user will be notified to reduce the number of
messages stored. No user shall send or knowingly receive any email or attachment
which exceeds the maximum file size for an email message set by the IT Department.
Such parameters shall be contained in the Handbook.

9. Guidelines for Email Retention and Disposition. For additional information and
guidelines regarding the retention and disposition of email messages, legal custodians of
email messages should consult the North Carolina Office of Archives and History
publication titled "Email as a Public Record in North Carolina: Guidelines for its
Retention and Disposition."

Revised September 18, 2008
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8.1.5 Web Sites

A. BRCC Official Web Site: The CollegeOs official eternal web site is referred to as the
OBRCC Web Site.O The College also maintains an inteal web site referred to as the
BRCC Intra-net and titled The Insider. Web content contained in College web sites is
administered by the Department of Instructional Technology and Distance Learning in
conjunction with the Director of College and Public Relations. The BRCC Web Site is
considered an official publication of the College. The BRCC Intra-net is considered an
internal resource and newsletter designated for employees only.

B. BRCC Web Site and Webmaster: Both the official BRCC web site (public) and the BRCC
Intra-net (employees only) are maintained by the Department of Instructional Technology
and Distance Learning in conjunction with the Director of College and Public Relations.
The BRCC Webmaster is the custodian of all official BRCC web pages contained on these
web sites. The Webmaster may assign rights and privileges for faculty and staff to have
access to pages for either site and may delegate the ability to create or update web
material to other employees of the College referred to as Oadministrators.O The
Webmaster is not responsible for reviewing and approving content of all material posted to
BRCC websites, however, the Webmaster may remove or modify any material that is:

Not in compliance with technical standards

Erroneous, misleading, or illegal

Consuming an inordinate amount of web resources (file size)
In clear violation of copyright laws

pPwpnpPE

The Webmaster may also remove the BRCC logo from any document which is not an
official College publication.

C. Departmental Web Pages: Divisional web pages are part of the official BRCC web site and
include two general categories: (1) those whose content is the sole responsibility of a
single department or division, and (2) those that have multiple authors. In either case,
divisional web pages must be hosted on College servers. Each respective division or
department is responsible for providing up-to-date content for official web pages and may
elect to develop their own pages. Content must be consistent with the mission of the
College and must conform to the standards for departmental web pages defined and
illustrated in the Handbook. The creation of new web pages must be approved by the
supervising Vice President. Where possible, each web page should show at the bottom of
the page the name and email address of the person who is responsible for the content.

D. Personal Web Pages for Faculty, Staff, and Students: A personal web page is a site
hosted by or linked to the BRCC web or Intra-net that contains personal information
regarding an employee or student such as position duties, educational background,
personal interests, photographs, contact information, etc. Any full-time BRCC employee
may post a personal web page; however, the employeeOs supervisor is responsible for
approving its content as well as the content of any external web site that is linked to a
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personal web page. The following conditions shall apply:

1. Personal web pages shall conform to BRCC style and content guidelines defined in
the Handbook, as well as current copyright laws and applicable local, state, and
federal laws. Web page creators using copyrighted material must obtain written
permission from the copyright holder.

2. Personal web page material should be informative and in concert with the mission of
the College and not reflect detrimentally upon the College.

3. Personal web pages may not be used for commercial gain or private profit.

4. Personal web pages shall not include fraudulent, false, misleading, or obscene
material; libel or defame any person or entity; nor may a personal web page contain
an active link or reference to a web page that contains any similar material.

5. All such personal web pages must include the following disclaimer:
I

"HSOHI& (Vo) +1+,-'(%.1,/1($*010%(%!*0Y/,(101,/0,)9H1%/.,)0%. 123!
A+5%16*.7%!8,&&5/*(318,++%67%9!"!

E. Use of Instant Messaging: [This section reserved]

Revised October 2, 2006
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8.1.6 Internet Use

A. Responsibility of Internet Users: Internet services are provided for BRCC students, faculty,
and staff to support professional and educational needs. All users are responsible for using
the Internet in an effective, efficient, ethical, and lawful manner. Internet access is a
privilege, not a right, and as such, can be withdrawn from those who misuse it. There is no
guarantee of the validity or accuracy of information accessed from the Internet.

B. Internet Privacy: BRCC Internet service users should be aware that files are not private,
and that the College may be compelled to share any files requested as a result of a legal
process or as otherwise required by law.

C. Subject to Laws: Internet-related materials, such as web pages, are considered publications
in an electronic format and are subject to all applicable local, state, and federal laws, as well
as BRCC policies and procedures regarding publications. Users should be knowledgeable
of the Digital Millennium Copyright Act of 1998 and other applicable laws which address
copyright issues and the Internet, among other matters.

D. Blocking Web Sites: The College may block access to any BRCC computer of any web site
which:
1. Contains pornographic or obscene material
2. Tends to use a large amount of bandwidth
3. Offers material whose purpose is in direct conflict with the mission of the College.
The blocking of such sites shall not be in conflict with Section 3.17 (Academic Freedom and

Responsibility). The IT Director shall keep an up-to-date listing of such blocked sites.
Faculty or staff members who feel they need access to a blocked site should first consult the
IT Director.

E Wireless Internet Connections: [this section reserved]

Revised October 2, 2006
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8.1.7 Voice Communications

. Telephone Usage: BRCC telephones, voicemail, fax machines, and similar equipment are
intended for educational or business purposes only. Personal calls should be kept to a
minimum. BRCC telephones provide direct local access between the Flat Rock Campus and
the Transylvania Center. Charges incurred for personal long distance calls, either placed
directly from a BRCC telephone or charged to a BRCC calling card, are the responsibility of
the caller.

. Personal Communication Devices: The College may provide personal communications
devices (cell phones, pagers, etc.) for the sole purpose of performing essential job duties.
The President or his/her designee shall identify positions that require such devices. At no
time shall such devices be used by anyone other than a Blue Ridge Community College
employee. Those who are issued devices are responsible for their safekeeping and may be
charged for the cost to replace them if lost or stolen.

. Adding or Moving Telephones: All requests for new telephone lines or the relocation of desk
set units for staff and faculty must be approved by the appropriate College Vice President
before a new line is added or the current desk set is relocated. Requests are submitted to
the IT Department using a Technology Service Request Form.

. Voicemail Accounts: Employee voicemail accounts and passwords are assigned by the IT
Department. Voicemail messages can be accessed by an employee from a remote location.
Guidelines for the use of voicemail are available in the Handbook. Voicemail greetings
should be brief and shall not contain any language which would reflect unfavorably upon on
the College. Employees should update voicemail greetings when they will be unavailable to
reply to calls for an extended period.

. Faxing: BRCC facsimile transmission (fax) machines are intended for educational or
business purposes only. Fax machines are maintained by the IT Division.

. Telephone Service for the Hearing Impaired: A telecommunication system for the hearing
impaired will be maintained by the College at designated locations.

Revised October 2, 2006
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8.1.8 Distance Learning Technology

A. Online and Distance Learning Instruction: Faculty members may be asked to develop an
online or distance learning course by their Department Dean or they may, themselves,
request to do so. Such requests must be approved by the appropriate Vice President.
Courses shall be developed using designated instructional software selected by the
College. Technical assistance and instruction in delivery techniques will be provided by
the Instructional Technologies and Distance Learning Support Department.

B. Free Works: A wide variety of multimedia resources such as graphics, photographs, video
clips, or text is legally available from the Internet and royalty free. Before downloading
such material, users should secure approval for use by the publisher or otherwise follow
the guidelines stated on the host web site. A listing of acceptable sites for such resources
is contained in the Handbook.

C. Copyright Law for Distance Learning: The TEACH Act amended the U.S. Copyright Act in
2002 to allow educators at accredited institutions to transmit portions of legally acquired
audiovisual works over distance learning networks without having to first obtain permission
from the workOs copyright owner. Faculty who teactonline courses should become
familiar with the provisions of the TEACH Act. Links to the Act are in the Handbook.

Revised October 2, 2006
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8.1.9 Copyright Issues

. Copyright Requirements : Because electronic information is easily reproduced, respect
for the work and personal expression of others is critical in computer environments.
Violations of authorial integrity, including plagiarism, invasion of privacy, unauthorized
access, and copyright violations may be grounds for discipline or sanctions against users.
All BRCC faculty, staff, and students must understand and abide by all copyright laws of
the United States and must understand and follow the guidelines for fair use as defined in
the statutes.

. Software Copyright Guidelines:  Most software is licensed and/or copyrighted.
Employees should consult the BRCC Help Desk regarding issues dealing with software
licensing. Users shall not distribute copyrighted or proprietary material without the written
consent of the copyright holder, nor violate copyright or patent laws concerning computer
software documentation or other tangible assets.

. Where to Find Help with Copyright Issues : Guidelines to assist employees in complying
with copyright law are available at the College Library, Digital Media Center, Print Shop,
and on the BRCC Intra-net. The guidelines do not attempt to provide legal advice, but
only aid in identifying reasonable conduct in accordance with the principles of fair use.
Because instructors must make individual decisions concerning use and reproduction of
materials, each employee or student is responsible for adhering to copyright laws and for
seeking appropriate legal advice when questions arise. BRCC assumes no liability for the
presentation of the material in this section.

. Fair Use: Copyright law begins with the premise that the copyright owner has exclusive
rights to many uses of a protected work, notably rights to reproduce, distribute, make
derivative works, and publicly display or perform the work. Key statutes make specific
allowances for concerns such as distance learning, backup copies of software, and some
reproductions made by libraries. The best known and most important exception to ownersO
rights is Ofair use,O which is not itself an infrigment of copyright. Section 107 of the
Copyright Act of 1976 cites four factors to be considered in determining fair use:

1. The purpose and character of the use, including whether such use is of a commercial
nature or is for nonprofit, educational purposes.

2. The nature of the copyrighted work (such as whether published or unpublished, fiction
or nonfiction, commercial audiovisual or printed work, consumable or not consumable).

3. The amount and substantiality of the portion used in relation to the copyrighted work
as a whole. Both length (amount) of the excerpt and how important the excerpt is to
summarizing the creative essence of the work are important.

4. The effect of the use upon the potential market for or value of the copyrighted work.
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A court of law may use any or all of these factors to determine whether the fair use law
has been violated, and there is no formula that will always apply. Examples of court
deliberations and conclusions are available from many sources, several of which are listed
on the BRCC website, Intra-net, and available at the BRCC library. Fair use guidelines
provide a framework in which to test the application of images, recordings, videotapes,
films, published printed materials, and other audiovisual material that may be used in the
instructional setting in higher education. Links to these guidelines are found in the
Handbook.

Intellectual Property: Intellectual property means any product of the human intellect
that is unique or novel and has some value in the marketplace. Intellectual Property
may be protected under applicable federal or state law, including copyrightable works,
ideas, discoveries, and inventions. The College encourages the development, writing,
invention, and production of intellectual property designed to enhance the educational
process, and to improve the productivity and image of the College.

Works for Hire: Works for hire are forms of Ointellectual property©wnership under the
federal Copyright Act, as amended. Works for hire include works prepared by
employees within the scope of their employment or works that have been specifically
ordered or commissioned for use as a contribution to a collective work. Works for hire
include works created through direct and significant allocation of institutional resources
to a specified project or work created under a contractual agreement.

. Examples of Works That Can Be Copyrighted : Intellectual and creative works that
can be copyrighted or patented, such as literary, dramatic, musical and artistic works,
computer software, multimedia presentations, course material (traditional, distance
learning, or online courses, inventions, etc., are deemed Ointellectual property.O

. Ownership of Intellectual Property:  In general, a Blue Ridge Community College

employee or student owns all rights to copyrightable or patentable independent works
created by that employee or student without College support. Unless otherwise provided
by formal agreement, the College owns all rights to a copyrightable or patentable work
created by an employee with College support and resources. More specifically, the
ownership of a copyright or patent resulting from the development of intellectual
property, and any rewards or recognition attributed to the copyright or patent, will be
determined according to the following conditions:

Ownership resides with the employee or student if the following criteria are met:

1. The work is the result of individual initiative, not requested by the College.

2. The work is not the product of a specific contract or assignment made as a result
of employment with the College.

3. The work is not prepared within the scope of the individualOs College duties.

4. The work involves insignificant use of College facilities, time, or other resources
and is not derivative of any other College-owned copyright.
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Ownership resides with the College if the above criteria are not met or if the following
criteria apply:

1. The work is prepared within the scope of an employeeOs job duties.

2. The work is the product of a specific contract or assignment made in the course
of the employeeOs employment with the College.

3. The development of the work involved significant facilities, time, or other
resources of the College including, but not limited to, release time, grant funds,
College personnel, salary supplement, leave with pay, equipment, resources in
amount and kind over and above those customarily provided to the employee, or
other materials or financial assistance, or is derivative of any other College-
owned copyright. Occasional use of office or classroom space, libraries, or
general computer resources will not typically constitute significant use of
resources.

Disputes among students or employees regarding ownership are addressed in
subsection OPO below.

Portfolio Rights:  Notwithstanding these provisions, a student retains portfolio rights to
works created by the student as a class assignment or as part of a pro-bono commission
approved as a student project by an instructor. A pro-bono commission is work that an
instructor may approve for students to undertake as a skill-building opportunity.

Students may receive token payments provided by the person or group that
commissions such a work.

Promotional Materials: In the area of fine arts, the College may elect to retain one
student piece per course to include in its permanent collection. The College also retains
the right to use any student work in promotional materials produced by the College or its
designee. Student work may include artwork, written material, musical composition,
video, digital media, or web page design.

. Agreements: The College may enter into an agreement with either the employee or the
student for an equitable arrangement for joint ownership, sharing of royalties, or
reimbursement to the College for its costs and support. If it is foreseen that commercially
valuable property will be created, the affected parties should negotiate an agreement for
ownership and the sharing of benefits prior to creation of the property. In all such cases,
such agreement shall provide that the College will have a perpetual license to use the
work without compensation to the employee or student. In the absence of such an
agreement, the provisions of ownership stated above shall apply.

Release Time and Grants: If an employee is granted full or partial leave with pay (e.g.,
release time or educational leave) to write, develop, produce, or invent intellectual
property, the employee and the College will share in any financial gain, and the college's
share will be negotiated prior to the time the leave is taken. In cases where a grant is
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accepted by the College, the ownership provisions of the grant shall prevail.

M. Lab Notes: Student class notes or lab notes may only be used for personal educational
purposes. Publication of such notes may not be made without the express written
permission of the instructor of record for that course.

N. Virtual Learning Community:  Individuals employed or commissioned by BRCC are
required to adhere to the NCCCS Intellectual Property Policy for the Virtual Learning
Community (VLC), as applicable to the use of VLC core courses and core materials.

O. Disciplinary Action: Individuals are responsible and liable for their own actions in the
creation, use, and distribution of intellectual property. Violations of this policy may also
result in disciplinary action by the College including expulsion from the College and/or
termination of employment.

P. Dispute Resolution of Ownership:  Prior to creating works using College resources,
employees and students should direct intellectual property ownership questions to the
Dean for Technology and Development.

1. Employees - If issues related to ownership of intellectual property arise and
cannot be resolved informally, College employees may seek resolution through
the Employee Due Process Procedure (Sec. 3.12.1).

2. Students - If issues related to ownership of intellectual property arise and cannot
be resolved informally, College students may seek resolution through the Student
Grievance and Due Process Procedure (Sec. 4.16.1).

Revised October 2, 2006
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8.9.1 Glossary of Technology Terms

The following is a glossary of technology terms used in Chapter 8:

Administrative Systems Accounts - Accounts which provide the user access to administrative
data including financial, student records, and employee information. The Datatel/Colleague
software program is an administrative system.

Broadband - a signaling method which includes or handles a relatively wide range of
frequencies which may be divided into channels or frequency bins.

CD - a compact disc, an optical disc used to store digital data. Standard CDs are 12
centimeters in diameter.

Chat room - an online site in which people can communicate with each other by broadcasting
messages to people on the same site in real time.

Data network - communication between computer systems.

Diskette - a data storage device that is composed of a disk of thin, flexible (“floppy")
magnetic storage medium encased in a square or rectangular plastic shell.

Fiber optic cable - glass or plastic fiber designed to transmit data along the length of the cable
by total internal reflection.

Hardware D usually refers to computer hardware the physical part of a computer, including the
digital circuitry, as distinguished from the software which executes within the hardware.

Instant messaging - a form of real-time communication between two or more people based on
typed text. The text is conveyed via computers connected over a network such as the Internet.

Multimedia - media that uses multiple forms of information content and information processing
(e.g., text, audio, graphics, animation, video, and interactivity) to inform or entertain the viewer.

Multifunction device - an all-in-one device (copier, printer, and scanner) usually designed for
office use.

Online - in technology parlance, a user is online if he/she is connected to the Internet.

PDA (Personal Digital Assistant) - a small, hand-held electronic device designed to store data
for easy recovery. PDAs can include some of the functionality of a computer, a cell phone, a
music player, or a camera.

Portfolio - in education, portfolio refers to a personal collection of information describing and

documenting a personOs achievements and learning.A portfolio may also be a digital or
electronic portfolio, also referred as an OePortfab.O
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Router - a computer networking device that forwards data packets across a network toward their
destinations, through a process known as routing.

Server - a computer that provides services to other computers, or the software that runs on it.

Software - a program that enables a computer to perform a specific task, as opposed to the
physical components of the system (hardware).

Switch (Network switch) - a computer networking device that connects and selects from among
different network segments.

Text messaging - sending short messages between mobile phones, other handheld devices,
and even landline telephones.

URL (Uniform Resource Locator) - a uniform syntax for global identifiers of network-retrievable
documents. On a web browser, the URL usually begins with Ohttp://www.O In popular usage it is
a synonym for Uniform Resource Identifier (URI).

USB flash memory cards - a data storage device that can easily be connected to most
computers. USBs are also known as memory sticks, thumb drives, and flash drives. They are
typically small, lightweight, removable, and rewritable. USB memory cards typically have a large
data storage capacity.

Virus - a self-replicating computer program written to alter the way a computer operates and
distributed via the Internet without the permission or knowledge of the user. Viruses infect or
corrupt files on a targeted computer.

Worm - a self-replicating software program. Unlike a virus, a worm does not need to attach
itself to an existing program. Worms harm a network usually by consuming bandwidth.
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